Department
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Outcomes

Engaged, presented and gained
approval from the Design Authority for
our cloud-based solution.

Enabled a data platform to ingest, digital
route for ATAS2 customers where they
could connect to our cloud-based
solution and send us their (encrypted)
audit data.

Implemented essential security measures
all through the cloud-based solution.

Implemented proactive alerts and
monitoring solutions.

Enhanced the MVP (Most Viable Product)
to extend the functionality to wider
customers within DWP.

Successfully catered knowledge sharing
sessions with DWP staff to

ensure a thorough handover of the
solution to BAU.

Developed the Target Operating Model
encompassing Service operations and
Service transition.

Implemented release and change
management for AWS solution.

We built Sandbox or Dev environments
for engineering team to explore the
various tools kit off the AWS and Azure
cloud instances. This has enabled the
engineers to plan the migration activities
i.e., fromm On-Premises to Cloud.

Secure Data Architecture & Cloud Migration - Discovery, Alpha & Beta
Challenge

The Department for Work and Pensions (DWP) faced challenges with its Audit Data as a Service (ADaas) platform, ATAS2, due to its on-premises hosting. The system was
designed to capture and store digital footprints from user activities across DWP systems securely and immutably. However, the on-premises solution was becoming expensive,
inflexible, and impractical for integrating new digital platform data, including strateqgic reference architectures.

DWP required a modern, flexible, and cost-effective solution to store and make audit data accessible for compliance and fraud detection. The existing on-premises hosting
solution for ATAS2 was proving to be a bottleneck in achieving this goal.

Solution

BetterGov was chosen to develop a Proof of Concept (PoC) for a cloud-based platform to support and enhance the ADaasS offering. The project focused on migrating the
ATAS? solution to a cloud environment to enable efficient data ingestion and improve accessibility for compliance teams.

The solution was developed using agile delivery management and DevOps techniques in close collaboration with DWP staff. This approach ensured the delivery of a cloud MVP
(Most Viable Product) solution with core functionalities that significantly improved the storage and interrogation of audit data.

The transition to a cloud-based ADaasS solution represented a significant step forward for DWP, addressing the initial challenges of cost, flexibility, and practicality. By leveraging
cloud technology, agile methodologies, and DevOps practices, DWP has established a robust, secure, and scalable audit data management platform. This transformation not
only enhances DWP's ability to detect fraud and ensure compliance but also sets a precedent for future digital transformation initiatives within the organisation.

Secure Data Ingestion - Established encrypted paths for improved audit data collection with robust security.
Agile & DevOps Practices - Accelerated development and ensured scalability through Agile and DevOps.
Proactive System Monitoring - Enhanced operational reliability with proactive monitoring and alerts.
Extended Solution Functionality - Broadened user access, demonstrating adaptabllity to evolving needs.

Smooth Knowledge Transfer - Ensured operational excellence with effective knowledge-sharing and operational models.
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